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Make someone in the organization accountable for security

“Define what the individual is to do, and give him or her the time to learn how to 

operate in this capacity,” says Kevvie Fowler, National Cyber Response Leader at 

KPMG Canada.4 If this person is not a technology expert, he or she should become 

well versed in where to go for help.

This employee’s responsibilities should include installing, upgrading and 

maintaining the protective software and hardware described below. (Note: 

while each of these can be acquired individually, many security solutions offer 

products that incorporate multiple programs and allow for automatic updates 

through the cloud.)

A hands-on guide to essential safeguards

With all the things you have to manage as the owner of a small business, the issue of protecting 

sensitive, proprietary, and personally identifiable information may not be top of mind. 

Often, a time-strapped business owner turns IT responsibility over to a smart, 

20-something daughter, nephew, or intern, without worrying too much about keeping 

up with the latest online threats. “In such cases, we often see non-industry–standard 

or open-source solutions that aren’t updated to what the industry or business requires,” says Pete 

Thompsen, Senior IT Solutions Architect at Net@Work, an IT consultancy based in North America. 

“When we ask business owners some pointed questions, like, ‘Who has your administrative 

password?’ and ‘Who has access and rights to do various things?’ they have a hard time answering.”1

In fact, many owners see cybersecurity as a problem only for big businesses. However, the truth is 

that small businesses, as well as large ones, must proactively defend themselves. 

Today, 43% of cyber attacks are targeted at small to medium-sized business 

(SMBs), according to the 2016 Symantec Internet Security Threat Report.2 And in 

a study of 520 Canadian businesses (the majority of them SMBs), 69% said they had experienced 

some type of cyber attack within a 12-month period.3

So what do you need to do to protect your business? While there is no way to guarantee that your 

business will never succumb to a cyber attack, there are safeguards you can put in place. Experts in 

cybersecurity suggest all small businesses employ the following as part of a basic cybersecurity toolkit.
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Set up a firewall 
 A firewall is a filter between a computer network and the Internet. It is the 

guard at the gate that blocks malware and other invaders. Firewalls can be 

implemented in software and hardware form, or a combination of both.

Software firewalls are installed on individual devices and require action 

on the part of the user—for example, downloading upgrades and security 

patches, and making decisions on whether a given program can access the Internet. 

A hardware firewall involves the use of an appliance installed at an entry point to a network, such as  

an internet connection. Hardware firewalls can be tricky to configure so be sure to enlist the help of  

an IT expert. 

Install antivirus software  
On all end point devices (such as computers, tablets and mobile devices) and at the network level. 

These programs scan for malicious software (malware) and viruses that already exist in a computer (or 

have snuck in through an e-mail attachment or other vulnerability), and cleans them up. It’s important 

to have antivirus software to protect your business at a device level and then add on a security solution 

at the network level. 

Use content filtering  
This takes the form of a program that blocks specific websites from being 

viewed on any device connected to the company’s network. These websites 

can “be known sources of malware, or those deemed objectionable for  

business use (such as gambling sites), or even social media sites,  

depending on how the administrator chooses to configure the program.  

Spam filtering is a version of content filtering whose function is to block junk 

mail and potentially infected e-mails from a user’s inbox. 

Employ an intrusion detection system (IDS) or intrusion prevention system (IPS)  
An IDS monitors and analyzes activity and traffic in order to detect ongoing attempts to go around a 

system’s existing security measures (i.e., a cyber attack). The IDS looks for anomalies, and compares 

activity to known attacks listed in its database. An IDS however only detects issues; in order to take 

action, it’s important to employ an IPS which takes actions (i.e. blocking specific traffic). 

IDS and IPS are software programs that can also have hardware components. They are often included 

as part of a security solution. Every business has unique needs, so consult a security advisor to 

determine the best option for your business.
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Host your website securely 

Your company website may be a basic one, or it may contain extensive 

information, blogs, and e-commerce capability. In any case, it needs protection 

against hacking activity that can range from stealing information to erasing 

content to posting nefarious messages. 

As a first step, be sure to use a reputable website hosting company. Too often, 

companies catering to small businesses offer what one security expert called 

“soup kitchen” servers, which contain hundreds of sites, some of which could 

be infected with malware. 

Conduct an online search to find a website host that has good ratings and 

reviews from customers and industry experts alike. Alternatively, consider a 

“dedicated” server, one that contains just your site. You will pay more, but your 

site will be safely isolated from others. 

Securing and tracking mobile devices.  

As employees work from home and on the road, it follows that more 

business information is shared on mobile devices-laptops, tablets, 

smartphones-whether they’re owned by the company or by the employee. 

To secure devices used for company business, your company should have a 

policy that they must be password-protected--preferably with two-factor 

authentication, in which two pieces of information are required for login. 

Employees should be regularly reminded of the importance of safeguarding 

these devices, and required to let the business owner or IT administrator 

know immediately if a device goes missing.

To track such devices, you can take advantage of any of a number of Mobile 

Device Management (MDM) software programs that include GPS (Global 

Positioning System) tracking. (Google Apps offers MDM for both Android 

and iOS devices, and many other companies offer MDMs tailored for small 

businesses.) MDM systems can also offer administrators the option of 

remotely “wiping” a device of all data in the event it is stolen. Check with 

your vendor to find solutions that avoid possible conflicts with employee 

privacy and personal data.
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Work with a trusted security advisor

Though the previous steps may seem extensive, they actually represent 

only the tip of the iceberg when it comes to cybersecurity. That’s why 

experts say the most important piece of advice they can give is to 

work with a professional. This person should be knowledgeable about 

developments in the field, and versed in compliance requirements for 

your particular industry. 

“Security is a very tough thing to keep up with, let alone stay ahead of,” 

says Net@work’s Thompsen. “You want an ongoing relationship with 

somebody who can jump in and put out small fires.”1

We know security can be a big task for small businesses, but you don’t  
have to do it alone. 

Let us help manage it for you with SmartSecurity from Shaw Business.

Learn More

For more information 
about cybersecurity 
and how you can 
protect your business,
review the “Get Cyber 
Safe Guide for Small
and Medium 
Businesses” produced 
by the Government  
of Canada.5

Get an SSL certificate for your site 

When you see “HTTPS” at the beginning of a website address, you know 

that all data sent and received is encrypted, or coded. That’s because the 

site uses hypertext transmission protocol secure (HTTPS)—the safest 

version of HTTP, the protocol used to send data between a server and a 

web browser. 

To use HTTPS, you must first purchase and install what’s known as a 

secure sockets layer (SSL) certificate. Your website hosting provider can 

walk you through the process or, possibly, take care of it on your behalf. 

Review your company’s security measures frequently 

Check with the makers of your operating system and programs at least 

monthly in order to be sure they’re updated with the latest security 

features and patches. Also insure that there is a data backup and disaster 

recovery procedures in place. More extensive reviews should be quarterly, 

at a minimum, says Net@work’s Thompsen. “Check to see whether any 

devices, such as servers, have been added or removed, and determine 

whether access to your network has been impacted.”1
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SmartSecurity keeps your business secure so you can focus on growing your business. 

Help protect your business against 

the latest viruses, malware and 

malicious hackers - with automatic 

updates.

Connects multiple sites 

securely and allows you or 

your employees to login to 

your network securely from 

anywhere.

Cloud-based solution with automatic 

updates. You can manage it through 

an easy-to-use online portal or our 

experts can help manage it for you 

with 24/7/365 tech support.  

Permit or deny traffic at the 

 network level.

Control the applications that go 

in and out of your network. 

Advanced threat protection

Application control

Business grade firewall

Connectivity

Content filtering

Cloud managed

Learn more about how SmartSecurity can help protect your business.

SmartSecurity by Shaw Business

Control types of content 

that are allowed on 

your network. 

1-877-482-5055
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